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1 Overview

Thank you for choosing our u-DNA security USEB Flash drive Personal Edition. The u-
DNA Personal Edition has been built with our proprietary cutting-edge high-security and
high-performance security core chip, and provides a bundle of useful security-related
applications. As a uniquely designed data security device, the u-DNA Personal Edition is
intended to create an exclusive private space for end individual users.

The built-in security core chip of the u-DNA is the only securnty product satisfying the
US's FIPS security standard and certified for China national encryption equipments at the
same time. It incorporates smart card chip technology to guarantee the security of users’
private data. lts physical robustness, stability, reliability and powerful processor
performance have already been well tested and approved by a variety of applications in
the governmental, financial and telecommunications sectors.

Each piece of u-DNA Is confidentially programmed with a globally unique and non-
duplicable identity number (GUID) during the manufacture of its security core chip.
Furthermore, that GUID i1s used in any of the encryption/decryption algorithms, which
means it is impossible to decrypt user's encrypted data through any other piece of u-DNA,
ensuring the unigue privacy of your data.

The u-DNA carries out all data encryption/decryption operations and user password
authentications within the security core chip. Moreover, the encryption engine and
password authentication module inside the security core chip cannot be disabled
artificially. In this way, the data inside can never be exposed to others through
conventional cracking measures. Thanks to the smart card technology based protection
against physical attacks, user data is as secure as being stored In a financial-grade
banking card.

The u-DNA employs the Advanced Encryption Standard (AES), one of the securest
encryption algorithms worldwide. The length of the key is 256 bits.

The u-DNA provides high-speed USB 2.0 interfaces and a real-time hardware encryption
accelerator. Therefore, users will not be aware of any difference in data transmission rate
during data encryption and decryption.

The u-DNA security USB Flash drive Personal Edition provides the following functions:

® Encryption and password verification
Unlike conventional Flash drives, the u-DNA requires password verification before
you can access and operate it. Moreover, all files stored on the u-DNA are encrypted
to ensure that data will not be leaked in the case the u-DNA is lost.

® Plug-and-play
There is no need to install any driver or application on the disk, and no need for the
OS5 administrator right. The u-DNA supports Windows XP and the entire series of
subsequent 32-bit and 64-bit operating systems.

® File synchronization
Folders can be automatically or manually synchronized between the u-DNA and a
PC. No matter what changes are made, the u-DNA provides high data consistency,
thus enabling you to safely carry data for common use.



® File encryption
The u-DNA provides high-speed interfaces and an encryption engine. Therefore,
files on your PC can be encrypted at the financial encryption level. More importantly,
only your u-DNA can decrypt these files.

® File erase

The advanced deletion algorithms embedded in the u-DNA provide permanent and
irreversible file deletion.

® Folder hide
The u-DNA can hide folders on your PC, and the hiding can be cancelled only with
your u-DNA.

2. Getting Started

2.1 Running u-DNA

Insert the u-DNA into a USB port on the PC. When the AutoRun or AutoPlay function is
enabled in the OS, the u-DNA Personal Edition will automatically start. If the license
agreement interface or login interface does not appear, you need to manually run the
application.

Select My Computer > Open to open the CD-ROM icon of the u-DNA.
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2.2 Verifying License Agreement
If it is the first time to use the u-DNA, the license agreement interface will appear.
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2.3 Setting Password and User Information
If it is the first time to use the u-DNA, you need to set the login password and user

information (optional), as shown in the following figure.
The password must contain at least six characters. The items marked with an asterisk are

mandatory.

@ v—DHA — Initial Setup
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3 Basic Functions

3.1 Login

After you properly set the password, the following password input interface will appear
when you insert the u-DNA into a USB port on the PC. Enter the correct password, and
then click OK.

% u-DRA — Login

Fassword

El Mount secure zone read-only

Cancel

After login, you can see the u-DNA icon in the systesy on the task bar.

3.2 Menu Management
Right-click the u-DNA icon in the system tray on the task bar. The following menu
appears.

Shorteut to Secure Zone

Change FPasszword

Auto Loclk

Ntility }
Information }
Help

Exit

Shortcut to Secure Zone : Enter and use the secure zone of the u-DNA.

Change Password : Change the login password.

Auto Lock : Automatically lock the u-DNA if there is no keyboard or mouse operation
within a certain time.

Utility : Use the powerful functions of the u-DNA Personal Edition designed for individual
users.

Exit : Exit the u-DNA.



4 Utility
Right-click the u-DNA icon in the system tray, and then choose Utility . Four applications
are available, as shown in the following figure.

4.1 File Synchronization
This function enables you to synchronize folders between the u-DNA and a PC.
Choose Utility > File Sync . The following interface appears.



1 Click ! behind PC to select the target folder on the PC. Here, you cannot select any
folder on the u-DNA.
2. Click | behind u-DNA to select the target folder on the u-DNA. Here, you can
select only a folder on the u-DNA.
3. Select the synchronization mode.

Synchronize my computer with USB
The specified folder on the PC and the specified folder on the u-DNA will be always kept
synchronous with each other.

Synchronize files of my computer to USB
In this mode, the files in the specified folder in the PC will be synchronized to the specified
folder in the u-DNA.
If a certain file in the specified folder in the PC is deleted or no longer exists, this file will
also be deleted in the u-DNA.
It means that the content and number of the files in the specified folder in the u-DNA will
always keep consistent with that in the PC. If a file no longer exists in the folder in the PC,
this file will no longer exist in the u-DNA.

Synchronize files of USB drive to my computer
In this mode, the files in the specified folder in the u-DNA will be synchronized to the
specified folder in the PC.
If a certain file in the specified folder in the u-DNA is deleted or no longer exists, this file
will also be deleted in the PC.
It means that the content and number of the files in the specified folder in the PC will
always keep consistent with that in the u-DNA. If a file no longer exists in the folder in the

u-DNA, this file will no longer exist in the PC.
Setting

Auto synchronization
The PC and the u-DNA will automatically synchronize with each other at the user-set
interval.
Auto run at login
Synchronization will automatically start when you log in to the u-DNA.
Auto run at logout
Synchronization will automatically start when you log out of the u-DNA.
5 Click Start to start the synchronization operation.
4.2 File Encryption
This function enables you to encrypt the specified folders or files. Files in the PC or u-DNA
can be encrypted.
Choose Utility > File Encryption . The following interface appears.



1. Add: Select a file (folder) to encrypt and add it to the list.
2. Delete: Select a file (folder) in the Target File list and click Delete and it will be deleted

in the list.
3. Select the processing mode.

Encrypt — Save source file : Save the source file after encryption.

Encrypt — Delete source file : Delete the source file after encryption.

Decrypt — Save encrypted source file : Save the encrypted source file after
decryption.

Decrypt — Delete encrypted source file : Delete the encrypted source file after
decryption.
4 Click Start. The files in the list will be saved in the same folder and then encrypted or
decrypted.
After encrypt, the extension name of the file is .enc. This .enc file can be decrypted only
with the encrypting USB.

Caution: If you lose the u-DNA that you used for encrypting a file, you cannot decrypt

this file even with other u-DNAs. Therefore, please properly keep your u-DNA!



4.3 File Erase
This function enables you to erase folders or files with multiple algorithms. The erased fold
Folders or files can no longer be recovered from the OS or hardware.

Choose Utility > File Erase . The following interface appears.

1 Add: Add a file (folder) to the list.
2.Delete: Delete afile (folder) in the list.
3.0peration Method: Select delete processing algorithm type.
The lower the delete type is, the longer it takes for deleting. However, data recovery
becomes less likely. In case of huge files, if you select this option, it takes long so please
be careful.

Overwrite constant: Overwrite once and speed is very high.

Overwrite by random number:  Overwrite once with random numbers.

DoD 5220.22-M 3time overwrite: Overwrite 3 times using DoD 5220. 22-M.

DoD 5220.22-M 7time overwrite: Overwrite 7 times using DoD 5220.22M

Gutmann 3 Overwrite 35 times using Gutmann algorithm. It is the fastest way of deleting.
4 Click Execute to erase the selected folders or files.
Caution: The erased folders and files cannot be recovered. Therefore, think twice before
erasing any folder or file.

4.4 Folder Hide



After you hide a folder, the folder will be permanently hidden unless you cancel the hiding
with the u-DNA that you used for hiding this folder.
Choose Utility > Folder Hide . The following interface appears.

1 Add § Select a folder to make invisible and it is added in the Hidden Folder List.

2 Delete § Select a folder in the list and click Delete and it will be deleted in the list.

3 For the folders added to the hidden folder list, the folder hiding function will be cancelled
at the user login and enabled at the user logout after the u-DNA is connected to the PC.
The hidden folders will always be hidden unless you cancel the hiding of these folders with
the folder hiding function, even if you remove the u-DNA from the PC.

Caution: If the u-DNA you used for hiding a folder is lost, the folder will be permanently

hidden. Therefore, please properly keep your u-DNA!
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